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1. Open Control Panel, by Clicking Start, Settings, Control Panel.
2. Select Classic View.

3. Double Click on Network and Sharing Center.

S5 ) Control Panel » Netwark and Sharing Center [ 42| searcn

Network and Sharing Center
View computers and devices

Wiew full map
Connect to a network

[T — I&I %

Set up a connection or network
IMSBMTSSAS50L13 Internet
Manage network connections (This computer}

Diagnose and repair

K- Not connected

‘You are currently not connected to any networks.

Connect to a network

See also

Adobe Version Cue C53
Internet Options
Symantec LiveUpdate

Windows Firewall

4. Select, Manage Wireless Networks.

s e
| v|mj]] + Control Panel » Manage Wirelass Networks [ 42 ]| search £

Manage wireless networks that use (Wireless Network Connection)

Windows tries te cennect to these networks in the erder listed below. Te change the order, drag a network up or down in the list. You
can alzo add or remove network profiles,

To see netwerks that use a different wireless network adapter, click Change adapter below.

op Add @ Change adapter ~ (@) Adapter properties 3, Profiletypes 52 Metwork and Sharing Center (2]

Networks you can view and modify (5) -
UMD-WIFI-R Security: 802.1x Type: Any supported Automatically con...
UMD-WIFI-Q Security: 802.1x : Any supported Automatically con...
ibahn Security: Unsecured Type: Any supported Manually connect
STUDENT Security: Unsecured Type: Any supported Automatically con...
BW2 Security: WEP Type: Any supported Automatically con...

, 5 items

5. Click Add.
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l\_/l ! Manually connect to a wireless network
How do you want to add a network?

Edak Add a network that is in range of this computer
= This shows you a list of networks that are currently available and lets you connect
s saved on your computer,

to one. Once you connect, a profile for the network

Al Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your computer. You need to know the netweork name (55ID) and
security (if applicable).

& Create an ad hoc network

L . . . .
N This creates 2 temporary network for sharing files or an Internet connection

Cancel

6. Select Manually Create a Network Profile.

=le @ |
@ ! Manually connect to  wireless network
Enter information for the wireless network you want to add
Metwork name: UMD-WIFI-R
Security type: 8021x T
Encryption type: NEP
Security Key/Passphrase: Display characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,

7. Enter (UMD-WIFI-R) as the network name.
8. Select 802.X as the Security Type.
9. Verify settings as per above diagram, Click Next
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u o Manually connect to a wireless network

Successfully added UMD-WIFI-R

% Connect to...

Open the "Connect to a network” dialeg so I can connect.

% Change connection settings
Open the connection properties so that [ can change the settings.

Close

10. Select Change Network Setting.

UMD-WIFL-R Wireless Netwerk properties [#5]

Connection | Security

Name: UMD-WIFT-R
S5ID; UMD-WIFI-R

MNetwark Type: Arcess point

Network Avallability: Al users

Connect automatically when this network is in range
Connect to a more preferred network if available
Connect even if the network is not broadcasting

11. Verify the settings above, and select The Security Tab.
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UMD-WIFI-R Wireless Network properties (==

Connection | Security

Security type: [80 2.1% 7 I

Encryption type: [\-‘J’EP - I

Choose a network authentication method:
[Protecbed EAP (PEAF) '] [ Settings...

Cache user information for subsequent connections
to this network

12. Ensure Security Type is 802.x and Encryption is WEP (Cache user Info is Optional)

UMD-WIFI-R Wireless Network properties =

Connection | Security

Security type: [80 2.1 ']

Encryption type: [\-‘J’EP v]

Choose & network authentication method:
[Protected E4P (PEAP) ~] [ settings..

Smart Card or other certificate .
Protected EAP (PEAP) f””ecm”s

13. Click the dropdown and select Protected EAP (PEAP) as the Network Authentication Method.
14. Select Settings.
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Protected EAP Properties @

When connecting:

Validate server certificate

D Connect to these servers:

Trusted Root Certification Authorities:

[T class 3 Public Primary Certification Authority -
[T] Entrust.net Secure Server Certification Autharity
[ Equifax Secure Certificate Authority =
[ Equifax Secure Global eBusiness CA-1 -
[ GTE CyberTrust Global Root

[T http: /v valicert,comf

[ Microsoft Root Autharity -
< | 1 |

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured passwaord (EAP-MSCHAP v2) '] [ Configure...

Enable Fast Reconnect 3
[F]Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLY

15. Verify settings as per above diagram on the Protected EAP Properties Screen, Select configure.

EAP MSCHAPY2 Properties =

When connecting:

Automatically use my Windows logon name and
password {and domain if ary).

[ QK J [ Cancel ]

16. Remove the check from “Automatically Use My Windows Login Name and Password”.
17. Select OK.

18. Select OK
19. Select Close

A5l Additional information is required to connect to UMD-WIFL-R. *

"= Click to provide additional information and connect

. — — il - - = | PR T —) | = "
= Network and ... _,||| Manage Wirel... =i Manually con... ps"Adobe Photo.. | < YHIL" W) 1:44 PM

20. Select the “Additional information is required to connect to UMD-WIFI-R” Bubble
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Yalidate Server Certificate

The Root Certification Authority for the server's certificate is; Class 3 -
Public Primary Certification Authority -
If this is the correct certificate, dick OK to connect and you will not see
this message again. Click CANCEL to drop connectian.

[ View Server Certificate ]

T

oK H Cancel ]

21. Click OK to validate the Server Certificate

Enter Credentials @

User name: Enter your core user id here
Password: LITT T TY)

Logon domain:  CORE

Save this user name and password for future use

[ 0K ] ’ Cancel

22. Login with your Core user Id and password , using core as the Domain.



